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Abstract—Various physical-layer techniques have so far been
proposed to achieve perfect secrecy in wireless communication
systems. In this framework, an approach is investigated to en-
hance secrecy using a helping interferer transmitted by a friendly
node in the network, aiming at confusing a passive eavesdropper.
Commonly, such physical layer security approaches rely on
the injection of a noise-like signal to intentionally degrade the
eavesdropper capacity. Instead, the use of a jamming signal with
the same probability mass function as that of the actual data is
proposed here. The gains of this approach are investigated via
extensive symbol error rate measurements and evaluations of the
achievable secrecy rates.

I. INTRODUCTION

Recently, physical layer security approaches have gained re-
newed interest as promising candidates to enhance the secrecy
of wireless communication systems. The pioneering works
of Wyner [1] and Csiszar and Korner [2] have demonstrated
that a noisy communication channel offers opportunities for
non-zero rate secure communication when the eavesdropper’s
channel is on average a degraded version of the main channel.
Analyses for the wireless fading channel [3] and Multiple-
Input Multiple-Output (MIMO) systems [4] have established
positive secrecy capacities for such systems even when on
average the eavesdropper’s channel can be better than that of
the legitimate user.

In these approaches, the transmitter needs to know the Chan-
nel Impulse Response (CIR) at least between the transmitter
and the legitimate receiver so that it can adapt the transmission
rate accordingly, thus achieving a positive secrecy capacity.
However, from a communication system point of view, the
variable transmission rate might not be suitable for a number
of applications, while the need for a feedback channel to
provide the transmitter with the CIR is also disadvantegeous.

Alternatively, helping-interferer approaches [5], [6], [7], [8]
have been proposed, making use of the idea of intentionally
degrading the eavesdropper channel. In this paper, we inves-
tigate the design of the jamming signal in a helping interferer
physical layer security approach. Unlike previous work, we
argue that the interfering signal should not be drawn from
a Gaussian distribution but rather should share the statistical
properties of the data signal which is typically Binary Phase
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Shift Keying (BPSK) or M-ary Quadrature Amplitude Modu-
lation (M-QAM) with a uniform probability mass function
(pmf). We demonstrate the gains of this approach by evaluation
of the actual secrecy rates in the investigated systems. Towards
this end, we employ the gap approximation [9] in order to
address the over/under-estimation of previous analyses based
on the channel capacities.

II. PHYSICAL LAYER SECURITY

We assume a communication system in which length N
observation vectors are obtained at the outputs of matched
filters at the legitimate and eavesdropping receivers:

(D

The indices [ and e correspond to the legitimate receiver
and the eavesdropper respectively, while the NV x N matrices
D;/. denote the respective legitimate user and eavesdrop-
per channel matrices; d = [dy,...,dx]? is a sequence of
independent and identically distributed (i.i.d.) symbols d;,
typically BPSK or M-QAM transmitted symbols, and n;/,
[M1/es - ,nN’l/e]T are length IV noise vectors of i.i.d. Gaus-

sian random variables with variances Ui,l Je = N(’Tl/

The idea of physical layer security is based on a priori
knowledge of D; and D.. If this information is available, we
can establish a maximal rate of perfectly secure transmission
of information, known as the secrecy capacity, simply using
the difference of the capacities of the legitimate and eaves-

dropper channels, i.e [10]:

Zj)e = Dl/ed + ny/e-
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with v; and . denoting the SNR of the forward and wiretap
channels, respectively, and \; and &; denoting the eigenvalues
of D;D/ and D. DX, respectively. Finally, (-)* = max(-,0).

Clearly, for those subchannels for which v \; > 7.&;, we
can transmit in perfect secrecy at a maximal rate of log, %
if the i-th data symbol d; is drawn from a Gaussian distri-
bution. Thus, knowledge of the legitimate and eavesdropper
channels is necessary.

A principal disadvantage of the previous scenario is the fact

that knowledge of the eavesdropper channel is a very stringent



requirement. Alternatively, opportunistic approaches can be
built based on estimates of the eavesdropper channel [11].
However, these may lead to unsatisfactorily low data rates.

Therefore, when trying to exploit the frue randomness of the
wireless channel, we are left with a number of open issues
that cannot be resolved, unless we have an abundance of
spectral resources and apply state of the art encoding, e.g.
polar codes [12]. Unfortunately, such approaches again may
limit substantially the overall throughput while even more
importantly they can require a significant increase in the
transceiver complexity. Two questions that naturally arise are:
can we tune v, Ye, A;S or &;s in an orderly, predefined manner?
Can we achieve this goal with minimal (or acceptable) extra
overhead and added complexity?

III. HELPING INTERFERER STRATEGIES

Helping interferer strategies rely on intentionally injecting -
with the help of a friendly node in the network - a noise-like
signal that degrades -, to a greater extent than the respective
degradation of ~;. From the eavesdropper’s point of view, any
such noise-like jammer is equivalent to having a random secret
key superimposed on the transmitted data.

For simplicity, and without loss of generality, in the follow-
ing let us assume a scenario in which a friendly jammer is
located close to the eavesdropper but sufficiently far from the
legitimate user. In an ideal Additive White Gaussian Noise
(AWGN) channel the legitimate user and the eavesdropper
observations' can be expressed as

3)
“4)

where ¢ denotes the projection of the helping interferer on the
signal space” and n; /e are circularly Gaussian noise variables
with variances o7 .

In helping interferer physical layer security scenarios, it is
typical to assume that ¢ and n;/. are drawn from Gaussian
probability density functions (pdfs). On the other hand d is
typically drawn from a uniform probability mass function
(pmf) with zero mean and variance o3, a scenario including
M-ary Phase Shift Keying (M-PSK) and M-QAM. If the
system employs BPSK modulation with unit energy per bit
E, = 0% = 1, the probability of the eavesdropper making an
erroneous decision in the presence of a Gaussian Interferer

( dmin/ 2
V2

(GI) is then simply:
= O
(Ui + Un,e))

where erfc(-) denotes the complementary error function and
dmin = 2v/Ep is the minimum distance in the BPSK constel-
lation.

The outlined approach is practically equivalent to one-

time pad encryption using a Gaussian key. In effect, we are
2
94
ol ton .
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Pygr = Pr(d #d) = 5

decreasing v, in (2) to the value . . The major

IThe observations are in general vectors, but here are reduced to scalars
for simplicity.

2Without loss of generality we have assumed that all variables involved are
normalized to the data standard deviation.

19

TABLE I
WHITE BPSK JAMMER

T, -1 -1 1 1
Jy -1 1 -1 1
Ey, -2 0 0 2
d -1 2 ? 01

advantage however when compared to a classical one-time pad
is that the legitimate user does not need to share a secret key
with the helping node as long as this secondary transmission
does not degrade ~; severely .

Now, let us assume that the friendly node is instead using
a jamming signal that has similar statistical properties to
that of the data instead of the noise. The motivation behind
following this approach is the following: The channel capacity
is maximal when transmission occurs in the presence of white
Gaussian noise. Therefore, if we want to intentionally decrease
the eavesdropper channel capacity then the signals received
at the eavesdropper end should deviate from Gaussianity. In
effect, the minimization of the mutual information between the
transmitter and the wiretapper suggests that the jammer should
mimic the data pmf. A simple illustrative example follows
assuming a BPSK system.

A. Case Study for a BPSK System

Let us revisit the scenario described in (3) and (4) with the
jammer i being a BPSK signal with variance o2 = 1. Table 1
depicts the possible combinations in a hypothetical noiseless
scenario (072176 = 0) where the transmitter 7}, and the jammer
J, transmit BPSK symbols d = £1. The eavesdropper E, is
able to identify the transmitted symbol with certainty only in
50% of the cases. In this scenario, for the eavesdropper the
probability of making an erroneous estimate is 25% so that
the bit error rate (BER) is 0.25. On the other hand, if a GI
of the same variance as the signal was used instead, then the
eavesdropper’s BER would be 0.1624.

Examining this scenario in greater detail, the eavesdropper
observes a statistic z. in the presence of a random variable
w = 0yt + 0y,,eNe Whose pdf is a mixture of two Gaussians
(scaled by % and with the same variance as n.) centered on
the possible values of 7, which for a BPSK Uniform Interferer
(UI) will be £o;.

Due to symmetry, the decision regions of the Maximum
Likelihood (ML) detector at the eavesdropper remain un-
changed as the two half lines around the mid-distance point
between the transmitted symbols. The probability of the
eavesdropper making an erroneous decision is consequently

expressed as
) + erfc( )] .

(6)

As long as (6) is larger than (5), a Ul strategy is advantageous
compared to a GI strategy. This effect is illustrated in the BER

Pb,UI P’I"(CZ%d)
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Fig. 1. BER at the eavesdropper for a UI and GI helping interferer strategies
in a BPSK system. E, = 1 and ve = o, ¢
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Fig. 2. Effective minimum distance in a BPSK constellation when using a

UI jammer of normalized power O'l-z.

curves depicted in Fig. 1. In the low and medium SNR regions
there is a clear gain in pursuing a UI strategy.

The deterioration of the eavesdropper’s error performance
can be quantified by estimating the corresponding decrease in
the effective minimum distance in the constellation lattice due
to the use of the UI, evaluated in (7):

dest = 2V20,, cerfe™ (2P, y1(0i, 0 c)). 7

The nominal minimum distance in this case study is dpi, =
2v/E, = 2. There is a substantial decrease in the lattice
effective minimum distance as depicted in Fig. 2. In effect,
instead of increasing the denominator of the argument of
the complementary error function, we are decreasing the
numerator, in a sense decreasing the eavesdropper eigenvalues
in (2).
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Fig. 3. Eavesdropper SER in the presence of a Ul interferer of normalized
power o2 in BPSK and 4-QAM systems.

IV. GENERALIZATION TO M-PAM AND M-QAM UI

The generalization of using a jammer that shares the statis-
tical properties of the data symbol (denoted as the UI strategy
in the following) in the case of M-ray Pulse Amplitude
Modulation (M-PAM) is straightforward. Assuming the case
of an M-PAM data symbol, an M-PAM jammer of relative
power o7 results in the reception of an observation z. whose
pdf is a mixture of M Gaussians, scaled by a factor of -,
centered on +0;(2m — 1 — M),m = 1,..., M. As a result,
the eavesdropper’s Symbol Error Rate (SER) can be expressed
in closed form as

M
PM — Q(M_ 1) Z Q d111i11/2+0'i(2m— 1-— M)
m=1

M? On.e

®)

Correspondingly, the SER of a rectangular M -QAM signal
on which acts an M-QAM jammer is derived by perceiving
this two-dimensional modulation as two orthogonal /M-

PAMs and evaluating the SER as [13]
Py =1—(1-P/5)° 9)

where P 77 is given in (8). In Figs. 3 and 4 we provide
a comparison of the eavesdropper SER for varying o7 and
Ye = Uig in BPSK, 4-QAM, 16-QAM and 64-QAM systems.
A substantial deterioration of the eavesdropper SER can be
achieved for low and medium SNRs in all cases examined.

V. EVALUATION OF SECRECY RATES USING THE GAP
APPROXIMATION

The increase in the eavesdropper probability of symbol
error is an important indication of the potential advantages
in designing jamming signals tailored to the specifications of
the communication system. However, the true figure of merit
to judge whether this customization is worth undertaking is
the actual achievable rate and the secrecy rate in particular.
Currently, such evaluations rely on the theoretical bound of the
system secrecy capacity. Although the secrecy capacity offers



TABLE I
ACHIEVABLE RATES OF UNCODED MODULATION SCHEMES AS A FUNCTION OF THE SNR GAP
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Fig. 4. Eavesdropper SER in the presence of a Ul interferer of normalized
power 02.2 in 16-QAM and 64-QAM systems.

invaluable insight in terms of upper bounds, it not readily
applicable in the case of systems employing BPSK or M-
QAM modulation. To overcome this obstacle, we propose here
the use of the gap approximation in order to estimate the actual
achievable secrecy rates.

The gap [9] corresponds to the effective penalty in SNR (and
therefore in the achievable rate) due to the use of a suboptimal
input signal with a uniform pmf and is extensively used in
bit-loading algorithms. Closed form expressions have been
presented for M-QAM [14] and M-PSK signals with M > 2
[15]. To complement these results, we present a derivation of
the gap in the case of BPSK. The expressions are summarized
in Table II for convenience.

To evaluate the achievable rate for BPSK signals, we start
with the expression for the probability of bit error (which here
coincides with the probability of symbol error), P, = Py,

noting that in all modulations JI(J/Z = 10g2 TN
[2F 2F
P = — ) = s
" Q( No) Q( logzMNO):}
SNR SNR
R, = ~ 1o (1 n 7) (10)
P T T U T TP/ (@)

where R, = log, M is the bit-rate in bits/sec/Hz and the
gap is expressed as I'(Pyy) [Q‘l(PM)]Q/Q with Q(z) =
%erfc(%). Unlike other modulation schemes, the rate is linear
in the SNR and inversely proportional to the gap, while it is

possible to obtain an approximation for m < 1
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Based on the previous analysis, the achievable secrecy rate
of a BPSK or M-QAM scheme is then expressed as

R, = (R, — R.)*. (11)

In the case of GI, the expressions in Table II can be directly
applied to evaluate the secrecy rate R,. However, in the case
of the UI, a further manipulation is necessary in order to
determine the effective system SNR. Towards this end we
will rely on a union bound approximation for a baseline
M-PAM constellation in a relatively high SNR regime. This
approximation will then be directly applicable to BPSK and
M-QAM.
In M-PAM systems, the SNR can be expressed as

E,  d’By(M*-1)
Ny 6N

where F, is the carrier waveform power, here taken to be
E, = 0.5 Watts for a sinusoidal carrier, and d denotes the
distance between the constellation points. When the SNR is
high, in (12) we can disregard all but the closest neighboring
points (which are now effectively located at d.,;, + 0;). As a
result, we may approximate the effective SNR as

12)

b

2
Ey —o;

4Ny
We employ (13) in the evaluation of the achievable rate in the
eavesdropper in the presence of a UI jammer. The gain or loss

in using a Ul instead of a GI in terms of secrecy rates is then
straightforwardly given as

E,
Foeff_ (13)

ARS = Re,UI - RE,GI) (14)

where Ry and R. gy denote the achievable rates at the
eavesdropper in the presence of a Ul and GI jammer respec-
tively.

In Figs. 5, 6, 7 and 8 we present the achievable secrecy
rates for BPSK, 4-QAM, 16-QAM and 64-QAM systems.
The achievable secrecy rates are higher when a Ul strategy
is applied instead of a GI strategy at low and medium SNRs.

VI. CONCLUSIONS AND FUTURE WORK

In this paper we have investigated an alternative approach
in the framework of physical layer security using a helping
interferer. We have examined the possibility of using - with
the aid of a helping node in the network - a jammer with
similar statistical properties to that of the actual data signal
instead of a noise-like jammer as is commonly considered in
the literature. We have demonstrated that for low and medium
SNRs there is a clear gain in terms of the invoked SER at
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Achievable secrecy rates Rs for a 64-QAM system.

the potential eavesdropper. Furthermore, we have evaluated
the gain in secrecy rates based on the gap and union bound
approximations. Future work will quantify the corresponding
reduction in the mutual information of the strategies examined
making use of the Hirschman entropy.
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